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Introduction

There are a number of new technologies which currently underpin the developmentinthe telecoms
industry, many of which are brought together under5G mobile. Much of the attention of 5G has
been focused on developmentsin the radio system, which promise asignificantincrease in the
download rates availableto mobile devices. However, much the more radical promise 5Gis builton
developments which are less visible. At the heart of these less visible developmentsis Network
Functions Virtualisation (NFV), which enables a quantum change in the flexibility of mobile networks
and theirability to supporta much widervariety of services, many of which will exploit connected
sensordevices which come inthe broad banner of the Internet of Things (1oT) as well as new
applications emerginginthe automotive industry.

The powerof NFVisthat itenablesthe full automation of many processes that were previously
manual and slow. These processesinclude the deployment of service-specificfunctionality into the
network which is the basis of many of the plethora of anticipated loT applications. In contrast to
current manual processes, the deployment of service specificfunctionality tow hereveritis most
suitable inthe network under NFV can be cheap and fast using full automation. Itistherefore NFV
which a key technology component the anticipated explosion in services with 5G. Of course, NFV is
not restricted to mobile access and this process automation willhave asimilarimpact on fixed
networks.

NFV can be broadly splitintothree parts:

1. The NFVland VIMs/WIMs. The first part is the NFV infrastructure (NFVI) which hosts virtual
machines and/or containers and connects them togetherwith virtual links (VLs). Forthe
purposes on this white paper, the infrastructure management systems (VIMs and WIMs) which
control the creation of virtual machines (VMs), containers and virtual links are also include with
the infrastructure.

2. VNFs, NSs, and Network Slices. The second part is the collection of VNFs themselves including
the interconnected composition of VNFsinto network services (NSs)and the composition and
sharing of NSs to form network slices. The VNFs are interconnected compositions of sp ecific
VMs and/or containers which are hosted onthe NFVI.

3. Managementand Orchestration (MANO). The third part is the managementand orchestration
system which controls the life cycle of the VNFs, NSs, and network slices, controls and
maintains their configuration, and monitors theirin-life health and performance.
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NFV partitioning

OpenSource MANO is a solution to this third part of NFV and this gives OSM its overall scope. OSM
aimsto supportthe widest range of NFVI, VIMs, WIMs as well as the widest possible range of VNFs,
NSs, and Network Slices. As well as covering the widest possible range of NFVIand hosted functions
and services, OSMis an orchestration and management system which manages life -cycle,
configuration, and in-lifeaspects of the hosted functions.

This white papersetsoutin more detail the scope and functionality of OSMincluding how OSM
interfacesto othersystems. These other systems to which OSMinterfaces, include the other parts of
NFV as well as non-virtualised network functions and existing OSS/BSS systems.

Chapter 2 describesthe general architectural approach of OSMboth to the wayit is structured
internally and the way in which itinterfaces to othersystems. OSMtakes a layered approach to
servicesand functions and reflects thisinits own architecture as well asits interfacingto other
systems. OSMoffers a service managementinterface (the OSMnorthboundinterface)toits clientsin
a higherservice layerand constructs services as requested. OSMdoes this by consuming se rvices
fromlowerservice layers, notably from the NFVIthrough service managementinterfaces provided
VIMs and WIMs. In addition to this service platform view, this chapteralso describes a platform
operation view used by OSM to include interactions with other systems which support administration
and monitoring with the servicelayer which OSMcontrols.

Chapter 3 develops the service platform view and details the scope and functionality of the OSM
northbound interface though which the client service layers can requestand manage the network
services, component VNFs, and network slices characteristic of the service layer managed by OSM. It
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then describesthe way OSMabstracts the services supplied by the heterogeneous mix of
infrastructure services requested and managed through the variety of VIMand WIM interfaces.

Chapter 4 develops the platform operation view detailing the scope and functionality of the essential
housekeeping functions of security managementincluding authentication and authorisation along
with data logging and exportation of datato external systems.

Finally, Chapter5 describes how OSMintegrates with other existing systems and shows how OSM
can be introduced into a network operator’s existing 0SS/BSS environment without requiring any
radical upheaval in 0SS/BSS and the processes they support. The chapter details integration
interfacinginboth the service platform view as well as the platform operation view.

Service Platform view and Layered Service Architectures

Services and their lifecycles

The provision of services of a growing sophistication and functionality usually requires a similar
degree of complexity inthe internals of those services. Likewise, the new constructs for the new
wave of SW-defined networks that are intended to bring significant new functionalities and
flexibility, and also come with aninternal machinery thatis far from beingtrivial, and a proper
division of thatintrinsiccomplexity isrequired in orderto handle itin an efficient manner.

One of the most obvious examples of such a duality between functionality and inner complexity is
the case of a Network Slice, one of the key conceptsthat come with 5G networks. Unsurprisingly, the
complexity of anetworkslice is high, butthe good newsisthatit is designedin amannerthat favors
a manageable splitinto nested components, which, inturn, can be subdivided (and, hence, managed)
intosimplerelements. Thus, aslice can be splitina setof Network Services, and such Network
Services can be split, inturn, intoa set of virtual machines, virtual networks, physical nodes and,
potentially, transport connections.

Walking the same path but in reverse order —from the simplest components to the more
sophisticate ones—isthe key fora successful management of these environments. As usually
happensinotherfieldsin engineering, this complexity isintended to be more effectively handledina
layered fashion, based on stacked service platforms. Thus, service layers can be stacked to create
composite services of growing complexity, up to building service objects of the required level of
complexityineach case.

In orderto make effectivethe handling of this variety of “service objects”, they are intended to be
created and controlled on demand. The creation process of each of these “service objects”, alongas
the rest of the rest of theirlifecycle, should be provided “as a service” by a platform specialized on
providing agiven type “service object”. Thus all the “service object” of agiven type can be controlled
and monitored viathe invocation of awell-known APl from awell-known platform, whichis
responsible of that “service object” lifecycle.

Moreover, since these platforms can be layered and invoke the APIs of lowerlevel platforms,
platformsin upperlayers can easily create and offer “as a service” complex composite objectsina
mannerthat scalesin terms of operationinasimple and traceable manner, asdepictedinthe
followingfigure:
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Service platform architecture

Examples of these kinds of platforms are an NFV Infrastructure (NFVI+VIM, providing VMs and virtual
networks), aSW-Defined Network (e.g. an SDTN, providing long-distance connections), ora Network
Service Platform (providing Network Services on demand composed of the othertypes of elements).

A key aspect of this type of architecturesis that a given platform is not intended to provide “service
objects” exclusively to a single “upper” platform, butit can provide those “service objects” to
whicheverplatforms might requestitviaits API, bringing to the end to end architecture much higher
flexibility. That versatility will be intensively leveraged in the following sections.

Types of functions in a service platform
Two types of functions can be identified in aservice platform: one (and only one ) manager function
and, optionally, some managed functions.

In orderto setup a platform, at least, itisrequired the capability of consumingthe APIs from other
platforms available southbound, the ability to build anew type of “service object” and handle its
lifecycle, and the capability of exposing on demand the new “service objects” viaan appropriate API
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northbound. Those capabilities are concentrated in the so-called “Management Function” of the
platform, which ownsthe lifecycle of the offered “service objects”, becomingthe heart of the
platformitself.

OFFERED
SERVICE

PLATFORM FOR

Service X

1M | MANAGER FUNCTION SERVICE “X” |
(providing service “X”)

CONSUMED SERVICES

Manager Function in a Service Platform consuming other services

However, we may wonder, what happens at the bottom layer of the stack? At the lowest level,
platforms do not have service platforms underneath to create services out of them, sotheyare
requiredto create theirown service using the most basicset of available functions (e.g. compute
nodes, switches, storage backends, etc.). These otherfunctions are notintended to offer “service
objects” ondemand, butto offera standalone functionality, which can be part of a pool and be
dynamically configured and monitored by the manager functions. Those final functions (or pools of
them) can be referred as managed functions. The relation between both types of functions to build a
platform placed at the bottom of the stack, is depicted inthe followingfigure:
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Manager Function in a Service Platform at the bottom of the service stack

In general, itis perfectly normal seeing both types of southbound interactionsin many platforms,
combining the consumption of some basicservices with the control of anumber of managed
functions which belongtothe platformitself,as depictedin the following picture:
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Manager Function in a Service Platform with both managed functions and consumed services

In must be noted, however, thatamanaged functionis not supposed to belongto more than one
platform at the same time, so that conflicts of being controlled by more than one managercan be
avoided.

Service Platform view vs. Platform Operation view
At this point of the discussion, we need to distinguish two complementary views that coexistin these
architecturesandthat can be considered atthe same time.

On the one hand, there is the “Service Platformview”, thoroughly described above, focused onthe
core functionalities that the architecture intends to offer. In all cases, the working assumptionis the
existence of potentially frequent and dynamicrequests related to those “service objects” that create
the main functionality, and which can benefit of large economies of scale in terms of efficient
operationgiventheirlarge numberand large dynamicity. Theseare intended to be highly automated
and coordinated, due to the recurrent benefits, and the fact that they tend to create a myriad of new
(virtual) components with their own lifecycle, really hard to control without a proper automation and
coordination structure. Some of the most prominent examples of this kind are the dynamic provision
of Network Services or Network Slices, which oftenimply alarge cascade of dynamicoperations
across the different layers of the stack that can be triggered on demand that which define a
potentially complex composite lifecycle.
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On the other hand, we cannot forget that the functions (managerfunction and managed functions)
that compose the service platforms are also elements that need to be installed and bootstrapped,
and may be configured, updated and supervised, having potentially their own lifecycle. These O&M
actions overthese elements (which constitute the “Platform Operation view”) are intended to be
sporadicand ratherstatic, aimingto set boundary conditions for the “As a Service” aspect of the
service platform (e.g. create anew VIMtenant and assign a quota). Usually, the gains associated to
automation here are of lowerscale, due tothe lower recurrence, and may be selectively eased by
process-oriented wizards and dashboards.

In the case of the managerfunctions, both views coexist naturally in practice, with both paths
running orthogonally and separated by their purpose (either explicitly orimplicitly by profiles), being
these O&M tasks a sort of “management of the manager” of a service platform. In practice, the
lifecycle of the manager may be synonym of the lifecycle of the service platformasa whole.
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Service Platform viewvs. Platform Operation view in a Manager Function

In the case of managed functions, these O&Minterfaces (when required) sometimes are also
accessed by the manager function (that performs configurations and monitors the element) and
avoid conflicts by the splitinthe type of actions.

CONFIG.
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MANAGED | ADMIN PLATFORM OP.
FUNCTION MONITORING
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Platform Operation viewin a Managed Function
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Some toolsto ease the O&M of the set of functions that constitute the architecture are often
provided by the different commercial products presentin the architecture, and can be grouped
underan umbrella of common O&M tooling, so that they can benefit of supplementary common
services (e.g. DNS, LDAP, CA, etc.), common backends (e.g. to collect monitoringinfo), oreven wrap
sequences of sparse O&Mactionsin a GUI wizardtoolsinorderto ease them, either by makingthem
more visual or by guiding the operatorto minimize errors (e.g. by narrowing down the available
options).

OSM Scope and Functionality

OSM Objetives and Scope

The goal of ETSI OSM (Open Source MANOQ) is the development of acommunity-driven production-
quality E2E Network Service Orchestrator (E2E NSO) for telco services, capable of modellingand
automatingreal telco-grade services, with all the intrinsic complexity of production environments.
OSM provides a way to accelerate maturation of NFV technologies and standards, enableabroad
ecosystem of VNF vendors, and test and validate the jointinteraction of the orchestrator with the
othercomponentsithasto interact with: commercial NFV infrastructures (NFVI+VIM) and Network
Functions (either VNFs, PNFs or Hybrid ones).

OSM's approach aims to minimize integration efforts thanks to four key aspects:

1. Awell-known Information Model (IM), aligned with ETSINFV, thatis capable of modelling and
automatingthe full lifecycle of Network Functions (virtual, physical or hybrid), Network Services
(NS), and Network Slices (NSI), from theirinitial deployment (instantiation, Day-0, and Day-1) to
theirdaily operation and monitoring (Day-2).

—  Actually, OSM's IMis completely infrastructure-agnostic, so that the same model can
be usedto instantiate agivenelement(e.g. VNF) inalarge variety of VIMtypes and
transport technologies, enablingan ecosystem of VNF models ready for their
deployment everywhere.

2. OSM provides a unified northbound interface (NBI), based on NFV SOL0O05, which enablesthe
full operation of system and the Network Services and Network Slices underits control. In fact,
OSM’s NBI offers the service of managing the lifecycle of Network Services (NS) and Network
Slices Instances (NSI), providing as aservice all the necessary abstractions to allow the complete
control, operation and supervision of the NS/NSl lifecycle by client systems, avoiding the
exposure of unnecessary details of its constituent elements.
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OSM’s IM and NS operation via NBI

3. Theextended conceptof “Network Service” in OSM, so that an NS can span across the
different domainsidentified —virtual, physical and transport—, and therefore control the full
lifecycle of an NSinteractingwith VNFs, PNFs and HNFs in an undistinguishable manneralong
with on demand transport connections among different sites.
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4. Inaddition, OSM can also manage the lifecycle of Network Slices, assumingif required the role
of Slice Manager, extendingitalsotosupportan integrated operation.

Service Platform view

OSM provides the capability of realising one of the main promises derived from NFV and the dynamic
capabilities thatitbrings: creating networks on demand (“Network as a Service” or NaaS) for either
theirdirect exploitation by the service provider orfortheir potential commercialization to third
parties.

In that sense, OSMworks as a Network Service Orchestrator (NSO), manager function of a Network
Service Platform (see Service Platform view and Layered Service Architectures for details), intended
to provide the capability of creating network services on demand and returning a service object |D
that can be used lateras a handlerto control the whole lifecycle and operations of the network
service viasubsequent callsto OSM’s northbound APl and monitorits global state in a conve nient
fashion.

In the case of OSM, there are two types of NaaS service objects that OSM is able to provide on
demand to supportthe NaaS capability: the Network Service (NS) and the Network Slice Instance
(NSI), beingthe latteracomposition of several Network Services that can be treated as a single entity
(particularities of both types of NaaS service objects will be described in the next sections).

OSM, as manager function of aservice platform, consumes services from other service platforms and
controlsa numberof managed functions in orderto create its own composite higher-level service
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objects. Thus, OSM consumes services provided by the platform(s)in charge of the Virtual
Infrastructure (to obtain VMs, etc.) and the platform(s) in charge of the SW-Defined Network (to
obtain all the required kinds of inter-DC connections), and, once assembled, configures and monitors
the constituent network functions (VNFs, PNFs, HNFs) in order to control the LCM of the entire
NS/NSIto be offered on demand.

Thisview of OSM as part of a service platform architecture for NFV is summarizedinthe following
picture:

0SS/BSS

NBI

. OpenSouce 2 Network Service
“MANO Orchestrator

Or-Wi
(TaaS API)

Or-Vi
(laaS API)

Vi)

Config. & m —m — — — 1
Monitor 1

NFs , 4 :
S | St Intra-DC | Inter-DC E
HNFs) i | Servers orage ntra- L 1| Inter- E

i backend fabric | | ! CE Transport Layer |

’ - |

] L !

OSM in Service Platform view

Services offered Northbound

OSM as provider of Network Services (NS) on demand

The Network Service (NS) is the minimal building blockin OSMto manage networks provided asa
service, which bundlesin one single service object a set of interconnected network functions (VNFs,
PNFsand HNFs) which can span across different underlying te chnologies (virtual or physical),
locations (e.g. more orless centralized) and geographical areas (e.g. as part of the service of a large
multi-national corporate customer).

In orderto enable effectively a “service on demand”, these newly created Network Services are not
provisioned as the result of a handcrafted or ad hoc procedure, but as the outcome of a simple and
well-known method based on APl invocations (to OSM’s NBI) and descriptors following OSM’s
Information Model. These descriptions should facilitate the creation of Network Services composed
of different network appliances (VNFs, PNFs or HNFs) coming from different vendors, so that those
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appliances (also called Network Functions or NF) can come pre-modelled by their providerand the
service providercanfocus on modellingthe Network Service itself.

Once a Network Service is entirely modelled (in a Network Service Package), the model works
effectively as a template that can be particularized (“parametrized”) upon NS creation time to
incorporate specificattributes for that NSinstance, returninga unique NSinstance ID, usefulto drive
LCM operations ata laterstage. OSM puts alsoin place all the necessary abstractionsto allow the
complete control, operation and supervision of the NS lifecycle —in anormalized and replicable
fashion— by the client system (usually, OSS/BSS platforms). This NS instance “handler” is not
requiredto expose unnecessary details of its constituent elements, in orderto minimize the impact
overthe final service of potentialchangesinthe NFs orthe NStopology thatdid not intend tomean
a change onthe actual service offer.

In orderto achieve the desired level of flexibility and abstraction, OSMaugments the concept of NS
with respectto ETSI NFV to incorporate physical and transport domainsto enable real E2E services
that can be extended beyond virtual domains. Thus, itis possible in OSM:

e Tocombineinasingle NSvirtual network functions (VNFs), physical network functions (PNFs)
and, even, network functions composed of both physical and virtual elements (Hybrid Network
Functions, or HNFs), more typical of elements closerto the access network.

. To deploy such NS across a distributed network and even create inter-sitetransport
connections ondemand, leveraging onthe APIs of SW-Defined Network Platforms.

Both OSS and BSS platforms are expected to be consumers of the NS created on demand by OSM,
and sometimes may even keep the control of some constituent network functions of the NS if
required (thisis quite useful to reuse legacy network nodes without requiring major changesinthe
0SS). For thatreason, OSM has also the capability to delegate selectively the control of specific
constituent NFs of the NS to the OSS/BSS platform if explicitly specified in the NS model, giving full
freedomto supportlegacy or hybrid scenarios as desired.

Lifecycleand operation of a Network Service

In the following sections, the stages related to the lifecycleand operation of the NSinthe E2E
Network Orchestratorare thoroughly discussed and described, so that the APl capabilities (and the
companion IM) can be betterunderstoodinacontext of operation:

0. Preparation phase: Modelling
1. Onboarding

2. NScreation (day-Oandday-1)
3.  NSoperation (day-2)

4. NS finalization

It must be noted that, although the initial phase of modellingis a mere pre-requirement, priortoany
actual existence of the NSitself (and with no APlinteractionsinvolved), itis required to understand
the NS lifecycleand the APl calls that are available atlater phases.

OSM SCOPE, FUNCTIONALITY, OPERATION AND INTEGRATION GUIDELINES
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Phase #0: Modelling

OSM's IM provides mechanisms toinclude the complete blueprint of the NS behaviour, including
both a full description of the NStopology, the lifecycle operations that are enabled, and the NS
primitives that are available, along with their automation code. Since Network Services are
composed, by definition, of one orseveral Network Functions (VNFs, PNFs or HNFs) of
heterogeneoustypes andinternal behaviours —and likelyto come from different providers —, the IM
providesameanto letthe providerdescribe the internal topology, required resources, procedures
and lifecycle of the Network Functions. This information come bundled in the so-called NF Packages.

Thistwo-layered modelling approach has several advantages:

o Preventsthatthe designerofthe NS Package (i.e. aService Providersuch as Telefénica) is
directly exposed to NF internals, and can focus on the composition of the NSitself, based
exclusively onthe external properties and procedures of the NF.

0 Enablesthe consistentand replicable validation of the NFs and their companion NF Packages
across all the supply chain, sothat the NF vendor can guarantee that theirelements are always
used and operatedinthe appropriate manner.

. Obviously, the same NF Package can be used in more than one NS with no additional modelling
work at NFlevel.

Phase #1: Onboarding
Once the models are ready, they can be injected to the system, so that they can be used as
templatesfor NS creation lateron, ina process that is known as onboarding.

OSM's NBI offers APl calls to support CRUD (Create, Read, Update, Delete) operations overthe
corresponding NS and NF Packages, in orderto supportthe two-layered modelling approach
previously described (that can become three-layered in the case of Network Slices), the APl supports
specificCRUD operations to handle the corresponding NS and NF Packages (and NST when
applicable) asindependent but related objects. Inthese operations, and particularly in the
onboarding step, the necessary checks tovalidate in-model and cross-model consistency are
performed.

Phase #2: NS creation (day-0 and day-1)

Once the corresponding NS and NF Packages are successfully onboarded in OSM, there is all thatis
neededto use themastemplates forthe actual NS creation. Accordingly, OSM offers APl calls to
support CRUD (Create, Read, Update, Delete) operations related to NSinstances.

In the case of the NS creation operation (also known as NS instantiation), OSM takes as inputan NS
Package and, optionally, aset of additional deployment constraints (e.g. target deploymentlocations
for specificVNFs of the NS) and parameters to particularize in the NS, as explicitly allowed by the NS
Package.

Duringthe NS creation, OSMinteracts with different service platforms southbound (VIMs and WIMs)
and managed functions (NFs) to create the composite service object of the NSinstance.
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Phase #3: NS operation (day-2)
Once the NS has been successfully created, the NSinstance becomes the only relevant object for
further operation, lifecycle and assurance actions.

Once an NS has been successfullycreated, the NSinstance becomes the only relevant object for
furtheroperation, lifecycle and assurance actions. The NS/NSl instance can be subject to different
types of API-driven operations, which fall into one of these categories:

Common Lifecycle operations. There must be a number of APl calls that allow to trigger well-
known standard actions potentially applicableto any NS, such as scalingactions,
pausing/resuming, on-demand monitoring requests, SW upgrades, etc.

Actions derived from NS primitives. Besides operations potentially applicableto any NS/NSI,
each NS/NSlI can have a set of operations that are relevant only forthe specificfunctionality
that the NS/NSI offers, such as the addition of new subscribers, changesininternal routing, etc.
Those actions are enumerated and codified in the corresponding NS Package (thatleverage, in
turn, on the atomic actions available in NF Packages) are exposed by the APl as primary actions
available inthat given NS/NSI.

NS MANAGED AS A SET OF VNFs NS MANAGED AS A SINGLE ENTITY
(vanilla SOLO05) (NS as 1%t class citizen in OSM)
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NS managed as a single entity via NS primitives

Although not directly requested by the client systemvia API, it must be noted that otheractions
can be internally triggered inthe NS as a result of a closed-loop policies defined inthe NS or NF
Packages. Usually, these actions involve the monitoring of some parameter of the NS or the NF
and the triggering of one of the aforementioned actionsif agiventhresholdis reached
(e.g.automaticscale-out).

In fact, itis possible in OSMto work with metrics and alarms with great flexibility:

Descriptor-defined alarms and metrics related to VDU-PDU level, but still explicitly co-related
with NS/NFinstances.

Descriptor-defined alarms and metrics related to application-specific (NF or NS) KPIs.
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o It also allows on-demand requests to export alarms, events and metrics via Kafkabus,and a
smoothintegration with the most popularframeworks, including ELK, Prometheus, and
Grafana.

It mustbe noted that OSM also allows the management of brownfield scenarios where some
elements had to be managed out-of-band by an external/legacy entity.

Phase #4: NS finalization
As any otheron-demand service, itis possibleto finalizea NS and release the resourcesthat had

been assigned, preserving those components thatshould not be removed (e.g. persistentvolumes).

The “delete” call of the APl (from the of the aforementioned CRUD operations relatedtoaNS)isin
charge of triggering that process and report on demand of its status of completion.

OSM as provider of Network Slices

Network Slices and Network Services

ETSI OSMiis also capable to to provide Network Slices as a service, assuming also the role of Slice
Manager as per ETS| NFV EVEO12 and 3GPP TR 28.801, extendingitalsotosupportan integrated
operation of Network Slice Instances (NSI) along with Network Serviceinstances (NS).

The intended use of a Network Slice can be described as a particularization of the NaaS case but
more focused on the enablement of 5G use cases. This 3GPP specdefines aspecifictype of
underlying construct, the Network Slice, whichisintended to providethe illusion of separated
specialized networks for different purposes. Unsurprisingly, Network Slices, in practice, operateasa
particular kind of Network Service or, more generally, as aset of various Network Services that are
treated as a single entity.

3GPP definesthe relation between Network Slices and vanillaNS as per ETSI NFV in a very specific
manner, where Network Services become the so-called NS Subnets of the Network Slice, whilethe
Network Slice with its constituent NS Subnets can be deployed and operated asif they were asingle
entity. The following picture depicts the intended relation between both concepts:
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Network Slice
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Relation between Network Slices and vanilla ETSI NFV Network Services

Still consistent with the same modelling of aregular NS, these NS Subnets can be eitherexclusiveto
an upper-levelNetwork Slice (Dedicated NS Subnets) or shared between several Slices (Shared NS
Subnets), suchasinthe case of the RAN. Likewise, they would have theirown lifecycleand
operations as any other NS, so no disruptioninthe modellingis created.

The Network Slice therefore has two key characteristics compared to a Network Service
o The Network Slice is composed from anumber of Network Subnets
. A Network Slice Subnetisashare of a Network Service.

First, as it can be seen, the Network Slice concept definedin 3GPP overlaps almost completely with
the concept of “Nested NS” (an NS composed of various NS) as definedin ETSINFV, with the only
addition of includingsome PNFs and Transport connections explicitly, features that are already
includedinthe extended conceptof NSthat OSM already provides. Therefore, the decision of
incorporatingthe Network Slice as a particular case of NSin OSM was rather natural.

Second, we can see that a single NS Subnetinstance is, by definition, ashare of a single NSinstance.
However, as both NS Subnets and NS can be recursivelycomposed (thatisa NSSubnet can be
composed of NS Subnets and an NS can be composed of NSs) there is still full flexibility in the model.
Thissharingrelationshipisthe key new feature which slicingintroduces and has animportant
consequence for orchestration. This consequenceis represented in the UML figure above by the fact
that the ‘isAShareOf relationshipis an aggregation (open diamond) and nota composition (solid
diamond).
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Most significantly, the NS Subnet cannot control the existence of the NS of whichitisa share. Asthe
NS (forexample aRAN NS) may be providing shares to other NS Subnets, when a network slice
instance whichissharingthis NSisno longerneeded and deleted, the composed NS Subnets may be
deleted, butthe NSitselfmust notbe deleted as it may well be still providing shares to other
network slices.

This meansthat the lifecycles of network slices with their constituent NS Subnets can be managed as
a composition hierarchy in same way the lifecycles of NSs and NFs can be managed as a composition
hierarchy, the two composition hierarchies must not be mixed together.

Lifecycle and operations of a Network Slice

As previously described, Network Slices operate as agrouping of a set of potentially shared Network
Services, which would become the so-called NS Subnets of the Network Slice. The Network Slice with
its constituent NS Subnets can be deployed and operated as if they were asingle entity.

Alike Network Services, 3GPP TR 28.801 describesthe lifecycle of the global Network Slice, whichis
comprised of the four following phases:

5. Preparation. Inthe Preparation phase, the Network Slice (or Network Slice Instance, NSI) does
not existyet. The preparation phase includes the creation and verification of Network Slice
Templates (NST), the onboarding of these, preparing the necessary network environment to be
used to supportthe lifecycle of NSls, and any other preparations thatare neededinthe
network.

6. Instantiation, Configuration and Activation. During Instantiation/Configuration, all resources
shared/dedicated tothe NSl have been created and are configured to a state where the NSl is
ready for operation. The Activation step includes any actions that make the NSl active (if
dedicated tothe networkslice, otherwise this takes place inthe preparation phase). Network
slice instantiation, configuration and activation caninclude instantiation, configuration and
activation of othershared and/ornon-shared network function(s).

7.  Run-time. Inthe Run-time phase, the NSlis capable of handling trafficto support
communication services. The Run-time phase includes supervision/reporting (e.g. for KPI
monitoring), as well as activities related to modification: upgrade, reconfiguration, NSl scaling,
changes of NSI capacity, etc.

8. Decommissioning. The Decommissioning phase includes deactivation (taking the NSl out of
active duty) as well asthe reclamation of dedicated resources (e.g. termination or re-use of
network functions) and configuration of shared/dependent resources. After decommissioning
the NSl does not existanymore

Two non-mutually exclusive modes of deployment and managementto supportthis lifecycle are
feasible in OSM: Full E2E Management (Integrated Modelling) and Standalone Management (Vanilla
NFV/3GPP).
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Full E2ZE Management (Integrated Modelling)

In this mode of operation, the Network Slice can be treated as kind of meta-Network Service, and can

be modelled as perthe augmented NS lifecycle model described previously, sothat OSM works also
as Slice Manager (Slice-M). For convenience, the NSI becomes as a first-class object of OSM.

3GPP Slice related management functions

Communication Service
Management Functio

Open Source
Network Slice

Management Function M A N)Q/Ia-vao S
NetwoslmeManager+NFvo

Management Function

EMs

! . ! . VNEM
S VNFs

PNFs .'

NFVI ' ViM

Full E2E Management of Network Slices

In thismode, there is a natural match between the different phases of the lifecycle, wherethe
Network Slice Template (NST) and the Network Service Instance (NSI) play, respectively, the same
roles as the NS Package (the template defininga NS) and the NSinstance inthe general lifecycle of an
NS in OSM:

Preparation is comprised of Phase #0 (Modelling) and Phase #1 (Onboarding).
Instantiation, Configuration and Activation is equivalent to Phase #2 (NS Creation).

Run-time provides a standardized subset of the operations available at Phase #3 (NS
Operation).

Decommissioningis equivalentto Phase #4 (NS finalization).

There are some obvious advantages of this approach:
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. The Preparation phase islargely simplified, asthereisnosplitin the information models
between the 3GPP Slice Managerand the NFV Orchestrator (a “reduced” NSO specializedin

virtual components, as defined by ETSINFV).

o Day-2 operations are integrated in asingle platform and asingle northbound interface.

o Possibility to add custom primitives to a givenslice, alike the general NS constructs allow.

. Packages are generated, by definition, with a multi-vendor scenarioin mind.

e  Theslicescan include non-3GPP related network functions with no need of special integration.

Standalone Management (Vanilla NFV/3GPP)

Alike the case of legacy OSS/BSS described inthe NS operations, itis also possibletoallow an
external standalone system to manage the lifecycle of slices (as standalone Slice Manager) and
leverage on OSMsimply asif it were a vanillaNFV Orchestrator (NFVO), using the regular (non-

augmented) SOLOOS interface.

3GPP Slice related management functions
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While this scenariois way less convenientin terms of operation than the one of integrated
management, it may be useful forsmall orvertical deployments of slicingand can also be supported
as fallback option.

In this mode of operation, the management of the slices happens entirely outside of OSMin a
separate management element, which would only leverage on vanilla NFVO capabilities of OSM. On
the otherhand, from the perspective of OSM, the standalone slice management would look like just
any other OSS.

In consequence, the lifecycle operations of the Slice may require all the additional preparatory and
intermediate stepsto guarantee an appropriate slice-NS mapping as defined by 3GPP:

. In this case, duringthe preparation phase, the resource requirementforan NSTis realized by
one or more existing Network Service Descriptors that have been previously on-boarded onthe
E2E Orchestrator (workingas NFVO). The creation of a new NST can lead to requiring the
update of an existing NSD or generation of anew NSD followed by on-boarding the new NSD if
the slice requirements do not map to an already on-boarded NSD (i.e. available inthe NSD
catalogue). Indeed, the Network Slice forthe multiple Network Slice Instances may be
instantiated with the same NSD, in orderto deliver exactly the same optimizations and features
but dedicated to different enterprise customers. On the otherhand, a networkslice intended to
support totally new customer facing servicesis likely to require anew NS and thus the
generation of anew NSD.

e  Thenetworkslice instantiation stepinthe second phase needs to trigger the instantiation of
the underlying NSs. VanillaNFV-MANO functions would only be involved in the network slice
configuration phase if the configuration of virtualisation-related parametersis required on one
or more of the constituent VNF instances.

OSM'’s IM and NBI specifications

OSM providesawell-known, complete and thoroughly tested Information Model to facilitate an
accurate and sufficientdescription of the internal topology, procedures and lifecycle of Network
Services and Network Slices. ETSIOSM’s IM is openly (and freely) available for every industry player,
continuously evolved by alarge Community of industrial players, and being pre-validated in its
intended E2E behaviourat the own OSM upstream community, so that new cloud and application
technologies can be taken into account as they emerge and mature. The latest official version of ETSI
OSM’s IM is always available as an up-to-date specat OSM’s documentation and gitrepos.

On the otherhand, OSM’s NBI provides asuperset of ETSINFV SOLO05 API calls with the addition of
E2E NS operation capabilities and the ability to handle Network Slices. Alike the IM, the latest official
version of OSM’s NBl isopenly available in OpenAPI format, and can be used as the authoritative
reference forinteroperability northbound, even facilitating the automated generation of code for
clientapplications.

Services consumed Southbound
OSM s oriented to consume the services of two kinds service platforms commonly available in
industry:
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J Virtual Infrastructure Platforms, each managed by a Virtual Infrastructure Manager (VIM),
which exposesan Or-Vireference point northbound.

. Software-Defined Network Platforms, each managed by a WAN Infrastructure Manager
(WIM) (often akind of SDN Controller), which exposes an Or-Wireference point northbound.

In orderto supportthe variety of alternative industry APls thatimplement these reference points,
OSM has plugin modelsforboth VIMs and WIMs, so that all the variety of commercial southbound
APIs are supportedviatheircorresponding connectors.

VIMs as managers of Virtual Infrastructure Platforms

The functionality of providing chunks of the underlying physical resources dynamically is knownin
industry as “Infrastructure as a Service” or laa$, and itis the most basic building block thata cloud
can offerondemand. In our service platform view, the pool of resources that offers laaSbecomesa
Virtual Infrastructure Platform.

The manager function of this platform is the Virtual Infrastructure Manager (VIM), and is one of the
most popular platform managersin exploitationinindustry. In orderto performthis task, the VIM is
in charge of controlling aset of compute, memory, storage and network resources, and returning
themsliced as VMs. Thus, the VIMis in charge of controlling pools of compute nodes (i.e. servers,
includingtheir hypervisor SW), virtual networking (vSwitches and, sometimes, physical switches), and
storage backends.

Or-Vi
(laaS API)

laaS LCM

Config. & Config. & Config. &
Monitar Monitor Manitor
Storage Switches

Servers (vSwitches,

backend Phy Switches)
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VIM as manager of Virtual Infrastructure Platform

In some advanced cases, the VIMcan be deployed in conjunction of an SDN Platform, which provides
connectivity on demand adapted to the needs of the VIM:
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VIM consuming services from an SDN Platform
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It mustbe notedthatin both configuration the service exposed by the VIM is undistinguishable
from the perspective of the northbound API, and hence to OSM.

Due to the variety of VIMAPIs available and the requirement to be open to future types of
technologies, OSM provides a plugin model forthe calls needed forthe laaS services required by
OSM to instantiate and manage a NS/NSI. As of today, ETSI OSM already supports out-of-the-box
(i.e.withnoneed of integration):

. Openstack-based VIMs (e.g. Canonical OpenStack, Red Hat OpenStack Platform, WindRiver
Titanium Cloud (4and above), WhiteCloud, SuSE OpenStack, Mirantis OpenStack, ECEE,
FusionSphere, etc.)

e VMwareVIO4 and above.

e VMware vCloud Director

o Amazon Web Services (AWS)
o OpenVIM

SDN Assist

Most VIMs provide the automatic creation of network connectivityfor managementand signaling
interfaces but notforthose that are dataplane intensive (use of PF passthrough or SR-IOV). Inthose
cases, the VIM is able to create virtual resources with Enhanced Platform Awareness (EPA)
requirements but cannot take care of providingthe required underlay (physical) connectivity
betweenthem.

In those cases, where the VIM does not support natively the management of underlay ne tworking,
OSM s able to supply the missing functionality of handling the underlay connectivity with the help of
an SDN controller, which manages afabricwhere the compute nodes of the VIMare connected. This
unique functionality of OSM, which s called SDN Assist, enables OSMto:

J Provide the dataplane connectivity that the VIMis unable to manage.

o Treat the VIM+SDN Assist combo as if they there were a single augmented VIM, so that, from
user’s perspective they will behave like aregular unique manager function of a given Virtual
Infrastructure Platform.

In orderto work properly, itisa pre-requirement to have a cleardelineation between the knowledge
and responsibility of the VIM and the SDN controller:

o The VIM will be in charge of deployingthe VMs and the overlay networks, and providing to
OSMthe information about the compute nodes and interfaces assigned to the VMs.

e The SDN controllerwill be responsible of creating the underlay connectivity taking as boundary
conditionsthe switches and ports to be connected to the same network. The internal switching
topology of the datacentre will be known by the SDN controller, fed as part of the provisioning
activities (i.e. priorto any instantiation process).
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In that scenario, OSMkeeps the mapping between compute nodes andinterfaces atVIMIevel and
the switch ports at SDN controllerlevel.

Due to the variety of SDN controllers and the requirement to be open to future types of
technologies, OSMprovides a plugin model forthe calls needed for SDN Assist, namely, the ones
requiredto provide the intra-VIMunderlay part (i.e. to assist effectively). As of today, OSMprovides
SDN Assist plugins forforthe following families of SDN Controllers:

. OpenDayLight (ODL)
e ONOS
. FloodLight

The followingimage depicts all the possible Or-Vi schemes, including SDN Assist:
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CASE #4: SDN Assist
- Qverlay: VIM native
- Underlay: SDNC, via OSM

CASE #1: Vanilla

- Overlay: Native

CASE #2: VIM + all SDN
- Overlay: SDNC
- Underlay: if available, via SDNC

CASE #3: VIM with partial SDN
- Overlay: Native

- No underlay - Underlay: SDNC

Or-Vi schemessupported by OSM

OpenVIM
OSM also provides areference VIMwith EPA capabilities and underlay support, called OpenVIM,
whichisshipped as part of OSM's releases since Release ONE.

As areference VIM, OpenVIMis particularly usefulin the context of deployment that require high
I/0 performance and efficiency (leveraging advanced EPA capabilities), deploymentsin the Edge,
where the footprintrequirementsforaVIM can be very low, and setups where softwarein the
compute nodes cannot be upgraded as often as the software of the control of the VIM.

Metrics and alarms
In the different VIMs, OSMsupports the interaction with different existing frameworks to gather
metrics and alarms for different Virtual Domain technologies:

o AODH/Gnocchifor OpenStack
o VMware vRealise Ops Update

o AWS CloudWatch
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Following the same approach as in other cases of APl diversity, OSMuses a plugin model for VIM
metricframeworks, which normalizes the types of metrics aalarms for OSM, and whichis easily
extensibleto support additional frameworks and technologies.

SDN Controllers/WIMs as managers of Software-Defined Network Platforms

Anothertype of manager functions widely available are the SDN Controllers (SDNC) and their
specialized version fortransport connections, the Controllers for Software-Defined Transport
Network (SDTN). Wheneverthese elements are invocated from an NSO such as OSM (as a superset
of an NFVO), can be also referred as WIMs (WAN Infrastructure Managers). In our service platform
view, the pool of connectivity resources thatis offered here on demand becomes a Software-
Defined Network Platform.

Similarly tothe role of the managerin other platforms, the key function of these WIMs is providing

connections on demand and offeringan APl to manage theirlifecycleand monitor them consistently.

One of the key advantages of thisapproach is that WIM’s APl aimsto be largelyindependent of the
specificunderlying elements, the network topology underneath and/orthe switching technology
itself, sothe use of these connections on-demand becomes highly convenient for the client platform
and leaves alot of freedomto design and evolvethe physical network underneath.

In orderto provide thatservice, the WIMs, as managers of the platform, are in charge of controlling
the switching/routing elements underneath and/orinvoking other SDN Controllersin lower levels of
a hierarchy. Quite often, these switching elements are designed specifically to support SDN
operations with some well-known protocols (e.g. OpenFlow, OVSDB, TAPI...), although some
traditional means, such as Netconf/YANG, are commonly used as well.

Thus, via SDN/SDTN Controllersitis possible setting up many different types of connections,
involving different types of technologies:

e Virtual networksforaVIM

. MPLS connections

. VPN connections (overlay or with interaction with physicalequipment)
J Inter-DC connections (various types)

. MAN connections

. Etc.

Due to the variety of WIM APIs available and the requirement to be open to future types of
technologies, OSM provides a plugin model forthe calls needed forthe inter-VIM connections
required by OSM to instantiate and manage a NS/NSI. As of today, OSM provides plugins to support:

o TAPI
o ONOS
o Dynpac
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Followingthe same approach asin othercases of APl diversity, this plugin modelis easily extensible
to supportadditional WIMAPIs and technologies.

Configuration and monitoring of Network Functions
Regarding Network Functions (VNFs, PNFs, HNFs), OSMincorporatestheminamannerthat provides

model-driven interaction with NFs through the use of Juju Charms, which allows NF vendors to
encapsulate their configuration mechanisms (NETCONF+YANG, Expect, SSH+scripts, Ansible, etc.).
This makes PNF (and HNF) manage mentindistinguishable from VNF managementin OSM.

Two different kinds of Juju charms are supported:

o Native charms, when NFs are able to run charmsinside. Thisis particularly interestingfor new
VNFsor cloud-like VNFs/Apps that already support charms. Interaction with those charms
happensdirectly fromthe orchestrator.

0 Proxy charms, when NFs do not supportrunning charms inside, which is always true for PNF. In
that case, the proxy charm will use the appropriate configuration protocol tointeract with the
NF and run the desired actions for the primitive.

Platform Operation view: management of OSM as
Manager Platform

Interaction with Common Services for platform operation

Authentication

Following the recommendation of the standards (GS NFV-SOL0O05—-V2.4.1 Network Functions
Virtualisation (NFV) Release 2; Protocols and Data Models; RESTful protocols specification forthe Os-
Ma-nfvo Reference Point), the APIs offered by OSMcan only be accessed by authorized consumers.
Therefore, OSMhas the ability to authenticate users against a userdatabase and to authorize them
to do a setof operationsinthe context of a project.

Authentication/authorization schemesin OSMcan be standalone orintegrated with external
common services (company’s user databases and syste ms). Specifically, in the case of an
integrated/brownfield deployment with other components, OSMcan interact with
authentication/authorization servers using the protocols/mechanisms exposed by them; this
interaction could vary, depending on the capabilities offered by the external systems from asimple
user authentication toauser and project-based authentication and authorization.

It must be notedthatthe workflow for userand project management might differ depending on the
case. In a standalone/greenfield case, users and projects can be created and managed directly via
API. In the integrated/brownfield case, the management of users and projects might be stored inthe
organization’s user databases and systems.

Logging
OSM can exportits logs to external systems using the protocols/mechanisms exposed by them. Logs
caninclude:
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o System information, relevant to know the status of the servers hosting OSMand the relevant
processes

. Operational information. Each APl call should be properlylogged by the system

Data exportation

OSM provides the appropriate mechanisms to expose metrics and relevant datato be consumed by
external systems (e.g. datalakes). The simplest mechanism forthis purpose is amessaging bus where
multiple consumers can be connected, read the information from the bus and exportitto any
external system.

The minimal information expected to reach the previous bus would be:
o NF metrics (eithercoming fromthe NFVI/VIMorfrom the VNF itself)
. NF and NS alarms (either coming from the NFVI/VIMorfrom the VNF itself)

Nothing prevents that APl calls and LCM events might also reach that bus and feed external systems.

Managementof OSM

Authentication and Authorization Manage ment
From the perspective of the real operation, OSMallows the partitioning of OSMresourcesinto
different projects (also known as tenants), providing a separate space for:

. A given set of accessible NF packages
e  Agivensetofaccessible NS packages
e  Agivensetofaccessible NST

e  Thesetofrunning NS

e Thesetofrunning Network Slices (NSI)
e Authorized VIMaccounts.

e Authorized WIMaccounts.

Some of the previousresources (e.g. NF packages, NS packages and Network Slices) might be
declared public(available forall projects) oravailable foralist of them. However, instances of
Network Servers and Network Slices will only belong to one project.

In addition, notall operations are expected to be allowed to all users. OSMallows the definition of
roles, with the set of privileges oraccessrights allowed from the whole set of operations:

. CRUD operations overa NF package
o CRUD operations overa NS package
o CRUD operations over NST—see nextsection

o CRUD operations over Network Services (instances)
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J CRUD operations over Network Slices (instances) —see next section

o Advanced LCM of Network Services (e.g. scale out/in)

. Day-2 operations over Network Services

. Day-2 operations over Network Slices

o CRUD operations overVIMaccounts

o CRUD operations over WIM accounts

J System operations (user, project and role mgmt. in a standalone/greenfield configuration)

Users of the system belongatleastto one project, and each user might have potentially different
roles dependingonthe project. Thisiswhatis commonly known as a role-based access control
(RBAC) on a per-project and per-user basis, i.e. foreach project auserbelongs to, the user will have
arole with specificaccess rights. It must be noted that RBAC mechanisms typically involve the
definition of admin/root roles (with all privileges) and admin users, authorized in all projects with t he
admin/rootrole.

The way to enforce that the actual privileges are preservedis typically through the NBI. For REST
APIs, thisistypically achieved through token-based mechanisms, which means that:

e  Theclientplatforms of OSM are authenticated and authorized on a project basis, and get a
token based ontherolein the project. That token identifies the set privileges for subsequent
operations.

e Clientplatformswill make API calls using that token. Based on the authorization rights
identified by the token, some operations will be allowed and others forbidden.

Bootstrap and addition ofboundary conditions

The creation of Network Services and Network Slice Instances requires OSMto be previously fed with
enoughinformation to deploy and operate them. The life cycle management of some of these inputs
(NF Packages, NS Packages and NS Templates) is fully managed by OSM. However, there are some
inputs whose lifecycleis managed by otherservice platforms:

. VIM accounts. In orderto be able to deployin aspecific datacenter managed by aVIM, OSM
needsto know and store the access information and credentials of the VIMaccount to be used.
Those credentials are created by a VIM administrator, and should grant OSM sufficient rights to
perform CRUD operations on flavors, networks, images, volumes and instances. Those VIM
accounts need tobe addedto the NSO, previously to any deploymentin that datacenter.

o Management networks visible fromthe VIM account. Each VNF deployed by OSMneedsto be
accessible for configuration and operation, and this means thatatleast one of the VNF
interfaces willhave to be connected to a management network with an IP address thatis
reachable from OSM. This requires not only the creation of the networkinthe VIM, but also
guaranteeingthatthe networkis usable fromthe VIMaccount that will be added to OSM, and
isreachable vialP from OSM.
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J SDN controlleraccounts and relevant port mappinginfo for SDN Assist. In those cases where
OSM has to manage underlay networks on adatacenterthrough an SDN controller (SDN Assist),
OSM needsto know the accessinformation and credentials to reach the SDN controllerand
perform CRUD operations related to underlay networks. The setup of the SDN controllerand its
accounts, and its connection to the datacenterinfrastructure needsto happeninaprovisioning
phase, typically by an administrator of the datacenter. Then, the SDN controlleraccess
information and credentials need to be added to OSM and associated to a specificVIMpriorto
any deploymentinthe datacenter controlled by that VIM. In addition, OSMwill need to know
the mappingbetween compute node interfaces, e.g. the tuple (compute node, physical
interface), and SDN ports, e.g. the tuple (switch, port). That mapping will guarantee the
coherence of the operations from OSMto the VIMs and SDN controllers.

. WIM accounts and relevant port mappinginfo. In orderto be able to deploy inter-datacenter
orinter-VIMNS/NSI, OSMwill have to contact potentially one orseveral WIMs, and it will need
to know the access information and credentials of the WIMaccount to be used. Those
credentials are created by a WIM administrator, and should provide OSMenoughrightsto
perform CRUD operationsoninter-DC/inter-VIM networks. Those WIM accounts need to be
added to OSM, priorto any multi-site deployment that may require the creation of inter-
DC/inter-VIMnetworks. In addition, OSMwill need to know the mapping between external
DC/VIMports, e.g. the tuple (VIM, swich, port) and the transport service point, e.g. the tuple
(transport switch, port), which will guarantee the coherence of operations from OSMto the
VIMs and WIMs.

0 PDUs. Inthose cases where we want to define NS packages or NST consisting of PNF packages
or HNF packages, OSMisinstructed about the available PDUs, i.e. the network appliances that
will be the building blocks of those PNF and HNF packages. We will need to provide the
management IP address of those PDUs, theirtype (sothat they can be managed as a pool if
appropriate), theirlocation (VIM) and the physical connections to the site (e.g. switch and port
of the infrastructure where the PDUis connected).

o PNFs and external networks. In those cases where the Network Service (or Network Slice)
needsto be connected to existing networks or PNFs that are not part of the Network Service
itself, we needtofeed OSMwith appropriate information to connect those entities to our
Network Service. One possibility among others would be adding those entitiesin OSMas
external networks of aVIM so that they could be mappedto a Virtual Linkin the Network
Service atinstantiation time. In addition, if OSM controls the creation of underlay networks, it
will be necessary to provide the datacenter switch and port where the PNF or external network
isattached.

Catalogs and shared databases

In a standalone/greenfield configuration, without the possibility of relying on an external catalogue
service, OSMis able to manage the catalogue of the different resources used to build, create and
operate Network Serviceand Slices:

o Physical Deployment Units
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. Network Function packages (VNF, PNF, HNF)

o Network Service packages

o Network Slice Templates

. Network Functions:instances of running VNFs, HNFs or PNFs
o Network Services:instances of running NS

*  NetworkSlice Instances

. VIM accounts

. SDN controlleraccounts

. WIM accounts

The catalogue of Network Services and Network Slice Instances also stores the history of operations
overthat NS/NSI.

Regarding the technologies for storing those catalogues, OSMmay support different types back-end
options forbrownfield/integrated setups.

Platform logs and alams
In addition to the capability to exportthe logs to external systems, OSMcan store internally the
followinglogs:

. System information, relevant to know the status of the servers hosting OSMand the relevant
processes

o Operational information. Each API call should be properly logged by the system
Log rotation policies are expected to be configurableand they should follow the log rotation

company’s policies.

Security
OSM has to provide the following security-related functionalities with respect toits northbound
interface:

o Authentication and authorized access from the clients.

. Properisolation of catalogues per project. In some cases, as mentioned before, some of the
catalogue resources could be shared between projects.

o Secured NBl based on TLS

In addition, OSM provides mechanisms to hinder malicious access that could compromise both the
system and the data stored by the system. Asan example, the internal architecture of OSMis
prepared to follow common security practicesin commercial distributions and installers, so that
there are:
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. No passwords storedin text files
o No defaultusers and passwords ininternal databases

o Properencryption of the accountinformation fed to the system (e.g. passwords from VIM
accounts)

. No processesrunningasrootuserdirectlyinthe system host.

o Secured and authenticated communication between internal modules only if they runin
differentservers.

OSM Integration Guidelines

Once OSM functionality and management have been throughly described, itis worth a recap of the
strategies tham may be followed in ordertointegrate OSMinto a global NFV/Network architecture
based on a service platform approach and understand the expected interaction with other platform’s
services and a reference set of pre-existing common managementand auxiliary services.

Reference Architecture of Service Platforms and Common Management
In orderto conduct the exercise, in our example we will take as starting point the service platform
presented duringthe discussion of OSM Scope and Functionality and we will add a tentative set of
auxiliary services and tools for joint management of the service platforms which will be taken as
reference during the rest of the chapter:

| 055/BSS |
r————" " A
: Common :
| |
| |
| |
Open Source Network Service = Portal(s) & Wizards :
"MANO  orchestrator i |
I Backends I

|

: 2 i Logs :
Config. & —m = = — = Or-Vi Or-Wi | 2| -Alarms |
Monitor (1aaS API) (TaaS API) I Tools i : I
: | :
VIM(S) WIM(S) I Common Services I
| |
NFs b Pl deniy | [ ons |1 |
(VNFs, PNFs, | | b P | [ w |[ o |||
HNE [ Storage Intra-DC | | 1 Inter-DC il |
s) | Servers backend fabric | | i cE Transport Layer i e I

OSM in Service Platform architecture with Common Management

Based on the Service Platform view thoroughly described in the discussion about OSM'’s scope and
functionality:

. OSM as Network Service Orchestrator is in charge of controlling the lifecycle of Network
Services and Network Slices offered on demand as a service northbound.
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Thereisa number of VIMs that work as managers of Virtual Infrastructure Platforms. They
would expose the reference point Or-Vinorthbound to provide laaS on demand. This reference
pointwould be accessible for OSMto obtain any laaS needed to compose and manage the
NS/NSI. In caseswhere agiven VIM where unable to provide underlay connectivity, it might be
possible tofollowthe SDN Assist approach, where OSMwill work with an augmented VIM API,
composed of a vanillaVIMAPland an SDNCAPI.

Likewise, there would be aset of WIM(s) that would work as managers of SW-Defined
Networks. The WIMs would expose the reference point Or-Winorthbound to provide
connectivity as aservice amongthe VIMs (evenif they required inter-datacenter connections).
This reference pointwould be accessiblefor OSMto serve to the NS/NSI creation and lifecycle.

It must be noted that a proper connection with these service interfaces is, strictly speaking, the

only integration required to allow OSM to be completely functional and work normally.

In addition to these well-known interfaces, the sample architectureincorporates aset of well-known
auxiliary services and tools for joint management of the service platforms, which we can classify

into different categories based on their nature:

o Common services. These functions offer basicfunctionalities, availablefor all the Service

Platformsthat may require them, which are intended to offeracommon context easily
accessible to all of them:

— Identity. Thisservice eases the management of useridentities that can be shared
across the different platforms with a well-known protocol (e.g. LDAP). In the context of
APl calls, this service typically works as a common service callable by the RBAC (role
based access control) subsystem of each platform prior to any operation thatrequires
issuingatoken.

—  Single Sign On (SSO). Thisservice isintended to provide a context afterlogging thatis
common across different web portals available in a portal collection, so that
authenticationin one of them can be trusted by the others.

—  PKI. A PKlinfrastructure would facilitate the management of the different certificates as
well as providingacommon root source of trust for the local environment. Thisrole is
essential, amongother purposes, to give client platforms means to recognize and trust
the available serving platformsinadynamicfashion.

- DNS. A local name resolution service facilitates the use of common fully qualified
domain names (FQDN) across the platforms, so that components and APl endpoints can
be easily referred by aname understandable by all the platforms.

O&M. Collection of tools coming from the different platforms to ease their respective O&M
operations and control theirlifecycle,including the own platform setup process. One typical
example are installers and lifecycle environments that come with different OpenStack distros.

Backends. These functions are intended to ease the treatment of different types of data
(permanentorvolatile) that are generated by the platforms, sothatitcan be conveniently
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aggregated, filtered and correlated in asingle pointand also ease recurrent housekeeping tasks
(e.g. replication), which can be conveniently centralized. Typically, these types of backends
include alogs backend, an alarms backend and a metrics backend. Alarms and metrics
backends can be used by the platformstoinjectalarms and metrics related both to the
platformitself ortothe service objects thatit offers on demand, so that they can be referred
afterwads. Onthe otherhand, logs and alarms backends might share the same type of backend
technologyin practice if the ingestion mechanisms can be normalized. On the contrary, the
metrics backend mightrequire afastertype of technology, such as a Time Series Database
(TSBD).

0 Web portals and wizards. In orderto ease some common operation tasks orgain a human-
friendly/real-timeviewof the state of the platform and its components, there might be a set of
tools of web-based portals that will facilitate such common interactions and might access both
the service APIsand/ortheirrespective O&Mcomponents. Into this category, we may typically
find:

—  Dashboards. Intended to provide aglobal view of the state, either perplatformor per
global states that can be aggregated and/orfiltered (e.g. alarms). Graphical
visualization of topologies, templates and objectsisacommon feature, as well asthe
listing of the different catalogs and backend data, or various CRUD operations over
them. These dashboards are usually capable of working as means toinvoke onthe
demandthe services offered by the respective platforms, requiring access to the
corresponding service northbound APls.

—  Wizards. In some cases, itis convenient to coordinate complex O&M operations that
mightinvolve more than one platform or which might benefitfromaguided step-by-
step processto minimize potential errors. Sometimesthe roles of dashboard and
wizard can be found bundledinto the same tool (e.g Horizon).

It mustalso be noted that, although these auxiliary and common services are not strictly required to
set up and operate the platform, are highly convenientto ease integration and troubleshooting
across platforms, soitisa good practice to leverage onthem for production setups, and hence we
will considerthem in these integration guidelines.

Integration points

Taking as starting point the sample architecture described above, the following picture summarizes
which integration points from the ones described aboveare relevant from OSM’s perspectiveand
mightrequire a careful consideration and properidentificationin the target environment:
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OSM integration points

(DNS is ommitted, asit is self-explanatory).

Service view (northbound and southbound)
VIM(s)
To proceed with thisintegration, the following checks are recommended:

Checkifthe VIM(s) to be used belongto VIM families already supported by OSM (otherwise a
new VIM plugin mightbe required).

Obtainthe respective service endopoints of the VIM(s).

Obtain accounts and tenants perVIM with the required permissions and privileges to perform
all NSO operations.

Checkifthereisa management network (sometimes called OAM network) inthe VIMto attach

the managementinterfaces of the VNFs and which is reachable from outside by OSM.
Othewise, create it.

If some VIMs were unable to create underlay connections intra-VIM, consider forthose VIMs
the use of and SDN Assist configuration. Inthose cases:

Checkifthe SDN Controller(s) are connected to afabric thatis properly configured to
performthose intra-VIMunderlay connections. If so, obtain the proper port mapping.

Checkifthe SDN Controller(s) to be used belongtoan SDNC family already supported
by OSM (otherwiseanew SDNC plugin might be required).

Obtainthe respective service endopoints of the SDNC(s).
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—  Obtainaccounts and tenants per SDNC with the required permissions and privileges.

Once these checks are made and the properinformationis gathered, the integration would be
completed by the mere addition of these boundary conditions via one of the regular proceduresin
OSM (GUI, CLI, API). Inthis case, this action would mean the addition of VIMaccounts ( ‘targets’),
including credentials, APl endpoint, name of management networks, etc. Wheneverrequired, the
VIM account would alsoinclude the rest of the information required for SDN Assist.

In case there were some PDUs (or PNFs) which needed to be consideredin aninitial setup, they
would be added to OSM viathis same procedure in OSM, providingtheir managementIP addresses,
theirtype (if they should be pooled), their VIMof reference and the physical connections to the site
(e.g.switch and port of the infrastructure where the PDUis connected).

WIM(s)
To proceed with thisintegration, the following checks are recommended:

. Checkifthe WIM(s) to be used belongto WIM families already supported by OSM (otherwise a
new WIM plugin might be required).

. Obtainthe respective service endopoints of the WIM(s).

e Obtainaccountsand tenants per WIM with the required privileges to perform all NSO
operations.

. Learn the mapping between external DC/VIM ports, e.g. the tuple (VIM, swich, port) and the
transport service point, e.g. the tuple (transport switch, port).

Once these checks are made and the properinformationis gathered, the integration would be
completed by the mere addition of these boundary conditions viaone of the regular proceduresin
OSM (GUI, CLI, API). Inthis case, this action would mean the addition of WIM accounts and set of
mappings.

0SS/BSS
OSM's NBI should be accessible from the OSS and BSS platforms. In addition, atleastan userand

tenantin OSM with sufficient privileges would need to be created to be used by the respective
0SS/BSS platforms.

Common auxiliary servicesand tools

Common services consumed

If properly instructed, OSMcan use existing available common servicesin orderto minimizethe
provisioning time and improve the coordination with the rest of platformsinthe environment. These
kinds of platforms can be successfully leveraged by OSM:

o Userdatabase. OSM’s RBAC can be leverage on an external userdatabase viawell-known
protocols (e.g. LDAP) to supportthe userauthentication during the RBAC phase.

. Single Sign On Server (SSO). OSM's web GUI can workin coordination with other pre-existing
web portals sharingauthentication via SSO, so that login/logoutinfois common across them.
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J PublicKey Infrastructure (PKI). OSM by default validates the authenticity of the endpoints of
any platformitinteracts with (VIMs, WIMs). In orderto ease the setup for thus purpose, OSM
may leverage on a pre-existing PKl to validate the autenticity of the endopoints.

Backends for OSM’s outputs
OSM produces and manages a large set of relevantinformation related to:

o Events and statesinthe Network Services and Network Slices and their components.
o Information related toitsinternal events as manager function.

OSM feed thisinformation regularly to three types of events:

. Log entries, which can be fedto a central log collector.

e Alarmsand othertypes of events, which can be fed to a central alarm collector.

. Likewise, there are anumber of metrics related to the NS/NSIand OSM as manager function
which can be fed to a metrics collector.

0&M tools
OSM'’s installer (community-based or commercial) and companion OSM’s O&M tools should be

deployedinthe same architectural region (i.e. with the same restrictions, security and access rules)
as the rest of O&M tools of the architecture.

GUI and dashboard for alarms, logs and metrics
OSM’s web-based GUI can be added to a pre-existing collection of web portals (i.e. with the same

restrictions, security and access rules), only by granting access to OSM’s NBI and the common SSO
service.

Likewise, itis also possible toinclude OSM’s dashboard for alarms, logs and metricsin the collection
of web portals provided it has properaccess granted to the approrpiate backends as well as the SSO
service.
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